Scareware Advisory

By: John W. Parsell
Date: 10/01/09

LSA.Security has been informed of numerous attempts by hackers to gain control of users’
computers by way of bogus popup windows in the web browser. The tactic being used, known as
“Scareware,” is a variation of a Trojan virus that works by providing a user with false popups upon
visiting a website. Clicking these popups can cause a system to become infected, potentially giving the
attacker access to sensitive information and/or control of the computer. This attack is only known to
affect computers running Windows Operating Systems, and is not specific to any one web browser,
meaning users of browsers such as Internet Explorer, Firefox, Flock, Opera, and all others must be aware
that their computers are vulnerable to the attack. As with all malicious attacks, a user that thinks that
his/her system has been compromised should contact their IT support team immediately.

Scareware popups will commonly inform the user that his/her computer is infected with a virus,
spyware, or malware, prompting the user to click inside the dialog box to resolve the problem. In most
instances, clicking anywhere within the popup window can compromise the user’s computer. Some of
these popups will even perform a bogus virus scan on the screen in an attempt to fool the user into
believing that his/her computer is infected. Two popups that have been identified as malicious contain
references to “Anti Virus 2009,” and “Green Anti Virus.” In general, any unsolicited popup; security
related or otherwise, should be considered a potential threat. These popups contain malicious code that
could potentially infect the user’s computer, and must not be clicked. Here is an example of a malicious

popup:

Spyware alertl

VYulnerabilities found

our computer is infecked by spyware - 25 serious threats are found while scanning wour files
and registry. It is strongly recommended to entirely clean wour computer in order to protect
the system against Fukure intrusions.

‘Why vwou need to be protected againsk spyware?

Upgrade ko Full version of VirusResponse Lab 2009 security kit to clean your
6 computer and prevent new security and privacy attacks, You will have daily updates
and online prokection against Internet attacks,

Ac}:ivate VirusResponse Lab 2009 | | Stay unpratected |

Source: Image courtesy of http://www.411-spyware.com/images/Spyware-Alert-popup-VirusTrigger.gif

As shown in this picture, the dialog boxes ordinarily have no way of being closed without clicking
one of the options inside the box, which are commonly “ok” and “cancel.” Clicking the cancel (or in this
case, the ‘Stay unprotected’) button is not safe, as it still appears inside of the popup. Some of the
popups do contain a “close” feature in the top right corner of the dialog box, such as this one:
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Windows Internet Explorer

)

P ) W'arning!

-
W32 Myzar FE@wF is & virus that infects files with .exe extensions, It attempts to stesl passwords
and private information from the infected computer.

Tvpe:

Infection Length:
Systems Affected:
Systems Mok Affected:
Technical details:

Recomendations:

Virus

138,293 bytes

‘Windows 95, 98, ME, NT (all versions), 2003, Windows XP (all service packs)
DOS, EPOC, Linwx, Macintash, Movell Metware, O5(2, UMLK

1. Creates files in %&\windiree) directory, By default, this is C:iwindows,

2. Adds values to reqgistry kevs:

HKEY _LOCAL_MMACHINEY SoftwareiMicrosoft WindowsyCurrentiersioniRun
3. Scans the hard drive For .exe files and infects any executable Files,
Searches for passwordsfinformation, which it may send to a remaote attacker,
Click. "OK" ko download officially approved security software,

Always keep wour patch levels up-to-date,

£ oK Jl Caniel ]

Source: Image courtesy of http://www.spyware-techie.com/wp-content/uploads/2008/01/homepagecell-popup-warning-message.gif

However, using the “close” feature (square button with ‘x’ on it) should not be considered a safe

method to eliminating the popup.

Steps for securely closing popups (Windows Vista and Windows 7):

If a user is prompted with a Scareware popup, it can be closed securely by opening the Task
Manager, and closing the web browser from the Applications menu. To access the Task Manager from a
Windows Vista system, press and hold the Ctrl+Alt+Delete buttons simultaneously. A screen will appear

that looks similar to this:

k this computer

:;. Windows Vista' Home Basic

Click on the Start Task Manager button to access Windows Task Manager. A Dialog box should
appear in the top left corner, looking similar to this:
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1% Windows Task Manager @E&J

File Options View Windows Help

Applications |Prooesses ISerwoes IPerformanoe Networking I Users |

>

Task. Status

& apple Running
@Google - Flack Running
@Mozlla Firefox Start Page - Mozila Firefox Running
@Nawgaton Canceled - Windows Internet Explorer | Running
) Opera Portal beta - - Opera Running
\?,‘ Untitled - Google Chrome Running

EndTask | [ switthTo | [ NewTask...

Processes: 65 CPU Usage: 10% Physical Memory: 53%

First, click on the Applications tab in the Windows Task Manager dialog box (if it is not already
selected by default.) Next, highlight your web browser in the task pane by single clicking it (Internet
explorer was used in this example; however, the user will be required to select their appropriate
browser in the task pane. Popular browsers and their corresponding icons are shown in the picture

below:

F 5
1% Windows Task Manager @E&J

File Options View Windows Help

Applications ‘Prooesses | Services I Performance | Networking | Users ‘

=

Task Status

& apple Running

@Gccgle - Flodk Running
Mozilla Firefox StartPage - M&'Ha Firefox RuNning
Mavigation Canceled - Windows Internet Explorer | Running ]
COpera Portal beta - - Opera Running

@,‘ Untitled - Google Chrome Running

End Task ][ Switch To J[ New Task...

Processes: 65 CPU Usage: 10% Physical Memory: 59%

After your web browser is highlighted, click on the End Task button, located underneath the task

pane in the Task Manager dialog box:
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1% Windows Task Manager @E‘ﬂ

File Options View Windows Help

Applications |Prooesses | Services | Performance | Networking IUsers |

=

Task Status

@ apple Running
@Gcogle - Flock Running
@anilla Firefox Start Page - Mozilla Firefox Running
(& Navigation Canceled - Windows Internet Explorer | Running
0 Opera Portal beta - - Opera Running
@,‘Unﬁﬂed - Google Chrome Running

1
[ EndTesk || switchTo | [ mewTask...

Processes: 65 CPU Usage: 10% Physical Memory: 53%

Once your web browser no longer appears in the task pane, and has successfully closed, you
may close Windows Task Manager. To assure that the system has not been infected, users may choose
to perform a virus scan of their system.

Steps for securely closing popups (Windows XP):

For users of the Windows XP operating system, the steps included to close the web browser
using the task manager are identical to the steps taken on a Windows Vista system, however there is
one minor difference. Upon pressing the Ctrl+Alt+Delete command on the keyboard, users will be
greeted with a screen similar to this:

Windows Security
Copyright £ 1985-2001 l i '
Microsoft Conporation = :

Logon Information

test uzer is logged on as LANGCS)test user

Logon Date: 5132004 11:04:12 AM

Use the Task Manager to close an application that is not responding.

Lock Computer I Log Qff... Shut D, . |
Change Password. ., Task Manager Cancel |
e ——

Source: Image courtesy of http://www.technize.com/wp-content/uploads/2008/06/securityl.jpg

Clicking on the Task Manager button (bottom center) will allow the user to open Windows Task
Manager. After doing so, please follow the steps included for ending an Application in Windows Vista
(included above.)
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Popups from McAfee:

While users must be aware of the proper steps to prevent against a Scareware attack, they must
also be familiar with legitimate popups that inform them of malicious software found on their system.
The University of Michigan uses McAfee as its Anti-Virus provider, and from time-to-time, the McAfee
software may alert a user of a potential threat in their system. While the exact popup from the McAfee
software may vary depending on which version the computer is equipped with, an example of a
legitimate popup from McAfee is shown here:

Detected

/ﬁ Potentially Unwanted Program

mMeAfee has hlocked a potentially unwanted
pragram (FURPY an your computer. Ifyou do
nat recognize it, we recommend that you
rermove the prograrm.

[

About this Potentially Unwanted Program
Flame: AtemislV 2ERR19CHITD
Location: COWIRDOWSINIRCMD exe

Smnware, adware, and other potentially
unwanted programs can harm your
computer, compromise its security, and
damade valuahle files.

(£

What would you like to do?

]Renmue this program ;J |h 0] ]

Source: Image courtesy of www.bleepingcomputer.com/forums/lofiversion/

As with all vulnerabilities, users should apply their best judgment to any situation. If something
looks to be malicious, or if a user is unsure about whether or not an application is safe, they should use
caution when making decisions on whether or not to use the application. However, users should be
aware that this type of attack is not limited to malicious websites, and that even websites that may have
been considered safe in the past can display malicious popups. Also, it is extremely important for a user
to keep his/her system up-to-date with the latest AntiVirus updates as well as any patches to help
prevent this kind of compromise. Users with questions should contact their computing department or IT
support team for any additional information.
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